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Abstract - This paper presents the design and implementation of
an FPGA-based CAN-FD digital controller optimized for
in-vehicle communication. The proposed controller is
organized into modular components, including a transmitter,
receiver, error handler, CRC unit, and bus monitor, to ensure
accurate protocol handling and stable bit timing across both
arbitration and data phases. A bus-monitor-centric
synchronization method is introduced to enhance timing
precision and improve robustness under high-speed data-rate
switching. The controller was implemented on the AMD Zynq
UltraScale+ MPSoC ZCU104 Evaluation Kit and tested with an
external CAN-FD node with an MCP2562FD transceiver and
an MCP2518FD-based CAN-FD shield. Experimental results
demonstrate successful transmission and reception of 64-byte
payloads at 4 Mbps without protocol violations, confirming that
the proposed architecture is suitable for practical deployment
in automotive and industrial applications.
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I. INTRODUCTION

In automotive and industrial embedded systems,
numerous electronic control units (ECUs) operate in
coordination, making stable and efficient network
communication essential [1]-[6]. To support such
communication, various in-vehicle network protocols are
employed, including LIN, CAN, FlexRay, and Automotive
Ethernet. These protocols serve distinct roles depending on
the required performance, reliability, real-time capability,
and cost. LIN is suitable for low-speed and low-cost
applications, while FlexRay offers high reliability and fast
data transmission at the expense of increased system
complexity and cost [7], [8]. Automotive Ethernet provides
very high bandwidth, but its protocol complexity and
challenges in guaranteeing real-time performance make it
less suitable for control-oriented networks [9], [10]. Despite
the coexistence of these diverse protocols, CAN remains the
most widely used communication method in control-centric
embedded networks.

CAN has long served as a widely adopted standard in
automotive and industrial control networks due to its simple
architecture and deterministic arbitration mechanism [11],
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[12]. However, the conventional CAN protocol supports a
maximum data rate of 1 Mbps and limits the payload length
to 8 bytes, which is insufficient for modern systems that
exchange high-resolution sensor data, perform complex
control algorithms, and require real-time communication
between high-performance ECUs. As these demands
continue to grow, the structural limitations of classical CAN
have become increasingly evident [13], [14].

To overcome these limitations while retaining
compatibility with existing CAN systems, CAN with
Flexible Data Rate (CAN-FD) was introduced. CAN-FD
adopts a dual bit-timing structure in which different bit rates
are used for the arbitration and data phases, enabling higher
throughput during data transmission. It further incorporates
features such as bit rate switching (BRS), extended CRC
formats, and an increased payload size of up to 64 bytes,
significantly improving bandwidth and communication
efficiency compared to classical CAN [15], [16].

However, despite the enhanced features of CAN-FD,
implementing a digital controller that can reliably support
these functionalities in hardware introduces several design
challenges. First, the high-speed data phase makes the
system sensitive to propagation delays and signal integrity
issues [17], [18]. Without a mechanism to continuously track
bus state transitions and compensate for these delays,
maintaining precise synchronization becomes difficult [19],
[20]. Second, the complex error detection rules and state
transition logic of CAN-FD controller increase the risk of
system instability if fault management is tightly coupled
with the main control flow. Consequently, ensuring stable
operation requires not only precise timing control but also a
dedicated architecture that can independently handle
complex fault confinement and protocol violations [21].

In this paper, we propose a digital CAN-FD controller
implemented on an FPGA platform. The proposed design
features a specialized bus monitor module that continuously
analyzes real-time bus state transitions to ensure accurate
timing synchronization and protocol adherence across
different bit rates. Furthermore, we introduce a functionally
separated error handler mechanism that independently
manages fault confinement states and detects various
protocol violations. By doing so, the proposed design
significantly enhances the overall reliability and fault
tolerance of the system.

The remainder of this paper is organized as follows.
Section Il describes the overall architecture of the proposed
CAN-FD digital controller. Section Il presents simulation
and FPGA implementation. Finally, Section IV concludes
the paper.
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Il. OVERALL ARCHITECTURE

A. CAN-FD
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Fig. 1. CAN-FD network with multiple nodes

CAN-FD is a communication protocol that supports
higher data throughput and an extended payload size. It
provides these enhancements while  maintaining
compatibility with the classical CAN protocol. CAN-FD
employs a dual bit-timing mechanism that allows the
arbitration and data phases to operate at different bit rates.
Furthermore, key enhancements such as BRS, extended
CRC formats, and a payload capacity of up to 64 bytes
significantly improve transmission efficiency compared to
Classical CAN. Figure 1 illustrates the overall hardware
architecture used for a CAN-FD communication
network. From a system-level perspective, the CAN-FD
protocol can be divided into two major domains: an analog
domain and a digital domain.

The analog domain consists of the CAN transceiver,
which directly interfaces with the external CAN bus, which
is composed of two differential lines, CAN-H and CAN-L.
The transceiver manages physical-layer operations by
converting logic signals to differential bus levels while
ensuring signal integrity through noise suppression and
common-mode interference rejection [22]. The transceiver
reliably detects differential voltage levels on CAN bus and
converts the voltage signals into digital signals for the
controller. In addition, the transceiver includes protection
circuits against physical ensuring the reliability of the entire
network [23].

The digital domain is composed of the CAN-FD controller,
which performs protocol-level operations such as the
bit-timing  generation,  arbitration  handling, CRC
computation, error detection, and buffering mechanisms that
allow frames to be retained until arbitration is successfully
won. This digital domain ensures the accuracy and stability
of the overall frame processing flow by interpreting the
received signals from the transceiver, updating the state
accordingly, and coordinating with a timing module to
determine precise bit boundaries. The CAN-FD controller
proposed in this paper focuses on implementing core
functions of the control reliably through a modular
architecture that separates core of CAN-FD protocol
functions.
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Fig. 2. CAN-FD controller block diagram

Transmitter Receiver

The proposed CAN-FD digital controller consists of five
major modules, as shown in Figure 2: Transmitter, Receiver,
Error Handler, CAN CRC, and Bus Monitor.

The transmitter module generates a bit-level output
sequence based on the frame stored in the internal transmit
buffer. In this process, it constructs each frame field, applies
bit stuffing, and controls the transmission timing in
coordination with the bit-timing logic. Since CAN-FD uses
different bit rates for the arbitration phase and the data phase,
the transmitter performs a stable transition between the two
speeds and precisely manages the timing at the BRS point.
In addition, by interacting with the bus monitor, the
transmitter detects arbitration loss and adjusts the
transmission priority according to protocol rules in priority-
conflict situations. These functions are critical for ensuring
both the correctness of frame generation and the stability of
high-speed transmission.

The receiver module samples signals received from the
bus and reconstructs the received frame based on the
sampled data. At each sampling point, the input signal is
converted into digital bits, which are then used to
sequentially interpret the ID, control field, data field, and
CRC field of the CAN-FD frame. To support the higher bit
rate used during the data phase, the receiver incorporates a
bit-detection mechanism that compensates for different bit
lengths caused by high-speed communication, ensuring
reliable bit decisions under high-speed conditions. Because
stuffing bits are inserted according to protocol rules, the
receiver also includes a stuffing decoder that identifies
stuffing patterns and restores the original bit sequence.
When  stuffing-rule violations are detected, the
corresponding error information is forwarded to the bus
monitor, where the error condition is recorded.

The CAN CRC module is responsible for ensuring frame
integrity during both transmission and reception. It supports
CRC-15, CRC-17, and CRC-21 as required by the CAN-FD
standard. The module automatically selects the appropriate
polynomial based on the frame type and payload length,
generates the CRC for outgoing frames, and verifies the
CRC of incoming frames. If a CRC mismatch or related error
is detected, the error information is reported to the bus
monitor so that it can be handled by the error handler
according to the protocol.
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Fig. 3. Error managing protocol in the CAN-FD controller

C. Error Handler

The error handler module does not directly monitor errors
occurring during CAN-FD communication; instead, it
manages error-handling operations and the protocol state of
the node based on error information reported by the bus
monitor module. The bus monitor observes protocol-level
error conditions arising during CAN-FD communication and
forwards the detected error events to the error handler. Based
on the received error information, the error handler
determines appropriate error-handling actions in accordance
with the rules defined in the CAN-FD standard. In Figure 3
illustrates how error is handled in the error handler and bus
monitor. It updates the Transmit Error Counter (TEC) and
Receive Error Counter (REC) according to the accumulated
error conditions and transitions the node into the error active,
error passive, or bus off state as required.

In addition, the error handler organizes error information
detected within the CAN-FD controller and generates
interface signals that allow the host system to identify the
occurrence and type of errors. These signals are not
transmitted over the CAN bus but are provided through
internal logic or host interface for debugging and monitoring
the system status.

When necessary, the error handler cooperates with the
transmitter module by issuing control signals that enable the

transmission of error frames in compliance with the protocol.

In this structure, the physical transmission of error frames is
performed by the transmitter module, while the error handler
focuses on error decision-making and protocol state
management. This functional separation enhances the
reliability and scalability of the overall system.

D. BUS Monitor

In the proposed controller, the bus monitor serves as a key
component that ensures stability and reliability throughout
the communication process by observing the bus state and
supporting the operation of other modules. The bus monitor
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tracks the bus value derived from the differential CAN-H/
CAN-L signals and analyzes signal transitions and edge
information to determine whether the bus is in the Idle,
Arbitration, Data, ACK, or Error state. This state
information forms the basis for accurate timing computation,
sample-point selection, and frame boundary detection, all of
which are essential for correct temporal behavior in the
CAN-FD protocol.

In addition to bus state monitoring, the bus monitor plays
a central role in detecting and classifying protocol-level error
conditions. It evaluates the observed bitstream against the
CAN-FD protocol rules to identify various error types,
including bit errors, form errors, stuffing errors, and ACK
errors. Bit and form errors are detected when the observed
dominant or recessive pattern deviates from the expected
protocol behavior, where the dominant level corresponds to
logic low and the recessive level corresponds to logic high.
Stuffing errors are identified when the predefined bit-
stuffing rules are violated. During the ACK slot, the bus
monitor determines the success of frame reception by
checking for the presence of a dominant bit; if no dominant
level is detected, an ACK error is flagged.

During transmission, the Bus Monitor performs
transmitter delay compensation based on the loop delay
between the transmitted signal and the corresponding signal
observed at the receiver input after passing through the CAN
transceiver and bus line. Specifically, the delay is measured
as the time interval between the transmission bit edge and
the returned bus signal edge. This measured delay is then
used to determine the Secondary Sample Point (SSP) during
the high-speed data phase after bit rate switching (BRS). By
adjusting the SSP according to the measured loop delay, the
proposed controller compensates for propagation delay and
ensures reliable bit sampling under high-speed CAN-FD
communication. Furthermore, the Bus Monitor analyzes bit
boundaries in both the arbitration and data phases, including
the high-speed region after BRS, and provides precise timing
information that allows the receiver to maintain accurate
sampling.

Once an error condition is detected, the bus monitor
immediately forwards the corresponding error event to the
error handler. The bus monitor itself does not perform error
recovery or protocol state transitions; instead, it functions as
a dedicated error detection and reporting unit. Based on the
error information supplied by the bus monitor, the error
handler updates error counters, manages state transitions
such as error active, error passive, and bus off, and
coordinates with the transmitter when error frame
transmission is required. Through this cooperative operation,
the bus monitor ensures accurate error detection.

111. EXPERIMENT
A. Simulation

The proposed CAN-FD controller was implemented in
Verilog HDL, and its reception functionality was verified
through VCS-based software simulation. Figure 4 shows
the simulation waveform of the reception process, where
the receiver module samples the incoming bus signal and
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Fig. 5. Experimental environment

successfully reconstructs the CAN-FD frame. In the
arbitration phase, the waveform exhibits the nominal bit rate,
1 Mbps, of Classical CAN. Once the BRS bit is sampled as
recessive, the system transitions into the data phase, where
the shorter bit length corresponding to the high-speed data
rate, 4 Mbps, is clearly observed.

Across the entire waveform, no protocol violations,
including bit errors, form errors, or stuffing errors, were
observed, indicating that the controller maintained stable bit
detection throughout both the arbitration and high-speed
data phases. After the frame was fully received, the bus value
in the ACK slot appeared dominant, confirming that the
controller correctly recognized the successful reception and
generated the appropriate ACK response. These simulation
results verify that the proposed reception architecture
operates in accordance with the CAN-FD protocol across all
major phases, including arbitration, data transmission with
BRS, and ACK handling.

B. Hardware Implementation

To evaluate the real-world operation of the proposed
CAN-FD controller, the design was implemented on the
AMD Zynq UltraScale+ MPSoC ZCU104 Evaluation Kit.
The CAN-FD digital signals generated inside the FPGA
were converted into differential CAN-H/CAN-L signals
utilizing the MCP2562FD, CAN-FD transceiver from
Microchip  Technology, enabling proper electrical
interfacing with an external CAN-FD network. For the
external CAN-FD node, a 2-channel CAN-BUS (FD) shield
for Raspberry Pi (based on the MCP2518FD) manufactured

17

BRS: 1

d ID: Bx188fdd89
me: FEFF
4

'blbe8dfc', '9f3alcTe’, '4bBd2a90', 'elcd7b5F', 'Ga6d9e32','c7£2148b', '5e9aBddl', 'Bb3f6c2d’,
'£2a9c5e8', '63bldefa’, '2e7coub6', 'aBd53flc','7c2b9e85', '94e6ald7’', 'bBFB2c3e’]

CAN RX Complete
CAN-FD Frame
Extended ID:
Frame: FEFF

0x188Fdd89
, '6a90b7d4’', 'BfdelcBa', 'd5a1379', '29c6elsb', 'b7e2aB3f', '41de9c6e’, 'fc5b7al2’
7F20be’, 'da3c9184', 'lcbe6f52', '97a2d0e6’, '2u4F85b3a’ e6c0a97d’, '3b5d1f8c']
©x188Fdd89

'7a9c3€20', 'd184be6a’, 'OcS5F2a97', 'e3b8701d', '4f1d9c86', 'a2SeTb3c',
', '1b6eBadf', 'f073cBad', '5d29e16b', '82a7f3c9', '3e5b96d2', 'bEclHasf’,

'6b90dUf1', ‘9e3a5c28"
'08d£739%"']

Fig. 6. Experiment conducted in an SSH terminal

by Seed Studio was employed. Figure 5 illustrates the
complete experimental setup used in this work. The
experimental CAN-FD network consists of three nodes in
total: the proposed CAN-FD controller implemented on the
FPGA board and two external CAN-FD nodes (Node #1 and
Node #2) implemented using Raspberry Pi platforms. The
FPGA implementation results indicate that the proposed
controller occupies 1581 LUTs and 1643 FFs on the ZCU104
platform.

Using this configuration, the controller was tested by
transmitting and receiving CAN-FD frames containing
randomly generated payloads of up to 64 bytes at a data-
phase bit rate of 4 Mbps. Frames transmitted from the FPGA
were successfully received by the external CAN-FD node,
and frames sent from the external node were correctly
decoded by the controller implemented on the FPGA. No
protocol violations (such as bit errors, form errors, or
stuffing errors) were observed during the test, and ACK
responses were handled correctly according to the CAN-FD
specification. Figure 6 and 7 show the measurement results
demonstrating the successful execution of the transmission
and reception tests. These hardware verification results
confirm that the proposed CAN-FD digital controller
operates reliably on the FPGA platform and is capable of
performing high-speed CAN-FD communication in
compliance with the standard.

IV. CONCLUSION

In this paper, a FPGA-based CAN-FD digital controller
architecture was proposed. The modular design approach
improves implementation efficiency and allows each
functional block to operate independently, while the Bus
Monitor module enhances the stability and reliability of
protocol processing. The proposed controller was verified



IDEC Journal of Integrated Circuits and Systems, VOL 12, No.3, July 2026

1200V 2 3 200V 4

CRC _
Delimiter

|

‘ “Width(1): +Width( 14: | +Width(2): [ “Width
250,0ns | 50,0ns

(2):
on No signal | No signal

Fig. 7. Waveform measured with an oscilloscope

through both simulation and hardware experiments. In
particular, an FPGA implementation was tested with a
commercial CAN-FD communication module,
demonstrating correct frame transmission and reception at a
4 Mbps data-phase bit rate. These results indicate that the
proposed design is compliant with the ISO 11898-1 standard
and operates reliably under practical communication
conditions. Therefore, the proposed architecture provides a
practical and scalable solution suitable communication for
future automotive ECUs and industrial control systems.
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